
 

Digital Ally Responsible Disclosure Policy 
 
Digital Ally is committed to protecting the security and privacy of our customers, 
partners, and systems. We value the work of security researchers and welcome 
responsible reports that help us maintain a safe and resilient ecosystem. 
This policy outlines how to report potential security vulnerabilities and what you can 
expect from us in return. 
 
Reporting a Security Vulnerability 
If you believe you’ve discovered a security issue affecting a Digital Ally product, service, 
or system, please contact our security team at: 
security@digitalally.com 
Please include: 

●​ A clear description of the issue 
●​ Steps to reproduce (if possible) 
●​ Relevant logs, screenshots, or proof-of-concept code 
●​ Your contact information for follow-up 

We encourage encrypted submissions. Our PGP key is available upon request. 
 
Guidelines for Researchers 
To support responsible discovery, we ask that you: 

●​ Avoid actions that could disrupt services or impact customers 
●​ Do not access, modify, or delete data that does not belong to you 
●​ Do not perform social engineering or physical attacks 
●​ Give us a reasonable amount of time to investigate and remediate the issue 

before public disclosure 
 

Our Commitment to You 
When you submit a good-faith report, Digital Ally will: 

●​ Acknowledge your report promptly 
●​ Work to verify and address the issue 
●​ Maintain open communication throughout our review 
●​ Not pursue legal action for research conducted under this policy in good faith 

 
Digital Ally may offer non-monetary recognition or, in some cases, a reward, depending 
on severity and scope. 
 
We appreciate the time and effort that goes into responsible security research and thank 
you for helping protect our customers and our mission. 
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