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1.Introduction
IMS

The Integrated Management System (IMS) is a comprehensive management system that
provides an intuitive, web-based interface to improve your situational awareness and digital
evidence gathering in the field. This secure, chain-of-custody guaranteed system improves your
workflow of evidence management, so you can dedicate scarce resources to other higher
priority organizational tasks.

PC Requirement

CPU: Intel(R) Core(TM) i5-4460 @ 3.20GHz or above

Storage: 40G or above

Memory: 8G or above

Operating System: Windows 10

Browser: Chrome(81.0.4044.138 or above), Microsoft Edge(96.0.1054.43 or above)
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2.Overview

Logging In
After opening IMS on the CHROME or EDGE Browser, the user submits the Login Account and
Password. If ten(10) consecutive unsuccessful login attempts are detected, the user’s IP
Address will be locked temporarily for 10 minutes.
@& Integrated Management System

Welcome!

Dashboard
The user will be directed to the Dashboard after the Login account and Password is verified.
Integrated Management System Hgﬁ Ew?me s;:n:m 5:"‘ ’ I O 8 & Av
I Evitence I Amouncement
u g ILu g No.  Headiine Operation

No data

o m

i [— -]
Device Server Upgrade I Download
No Description Operation
I Setting 0 User manual L
— oy E . 02 PTT Plugin E3
Nape —_

User Department Log Map Library System m
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There are three main modules in the dashboard which include the following:

Evidence

This module provides a secure and easily accessed interface for the management, sharing, and
viewing of all digital evidence.

“¥ Integrated Management System

0 9 2 9
- = *

a a a &

System

The User is able to manage the FirstVu PRO, Server, and OTA Upgrade with the System
module.

'ﬂ} Integrated Management System

No.  Operation SN Department User Type Model Manufacturer status Firmware Used By Registratior

o1 FER T253467 DA ErikR (ETkR Smart BWC G7 Normak G7N_1.01.0 One user

&7 Normat G7N_1.01.0 One user AP I

0z £l T253166 DA nx1 ((x12)

Setting

The Login Account, Access Permission, User Department, and Security Strategy can be
customized in this module.

“H Integrated Management System

Account
Deparment DA Keywora [ o |
ceatesccont | rempte | g |

No. Operation Account Status. User Name/iD Depanment Account Role Last Login LastiP
o1 ST a8 E(x3001) DA yadmin System admi 2019-06-10 20'55 35 127.0.0.1
sBan & =
£ T a st D i3 P
04 £ @6 A hn i 2 )9:36: 0.75.9.121
s FTEE Emi) [ 1 .
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Account

The User can check the account information in the upper right of the dashboard to see the
User’s Account Name, Role, and Department.

7 ] Account
f = *-* I O 8 &y RAa
Evidence System
t e n
Account
Name DA
Password ]
----- Logout
Department DA
|
Password
The Administrator can change the Login Password in the upper right corner of the dashboard.
"\ -
A @2 £ 000 A
Evidence System Setting .
Account
1 Announcement frmer e
Password / ‘
0 rieadine Logout
Confirm Cance
Customization
Title
The Administrator is able to access the Customization Menu to edit the System Name and
Logo.
'_E!§ Integrated Management System # w < & | O 8 &a A~
o Home Evidence System Setting
Customization
| Title
Dispatch
Logo @ @ Alarm
Background Announcement
Download
Retention
System Name Integrated Management System Channel

Stal

Support | Digital Ally

Security

Dispatch Copyright Disable

Alarm

Confirm Cancel

IMS User Guide
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Background
The Administrator is able to access the Customization Menu to change the background of the
landing page.

"':E Integrated Management System b W e £ 0 E ® A~

Home Evidence System Setting

Customization

| Background
Dispatch
Alarm
Background Announcement
- - Download
Retention Defaulti
Channel

Security Customization

Dispatch

Alarm

Announcement Size: 1420px(width), 726px(height), support JPG, JPEG, PNG

Download
canee!

Retention
The Administrator can access the Customization Menu to set a Retention policy. The specified
data will be deleted automatically when expired.

. ) I o &
=& Integrated Management System - I O 8 &. A~
- Home Evidence System Setting
Ansto Customization
(B3 | Retention -
Dispatch
Title
Al
Media Files = 30 2 | Days am
Background Announcement
Systemlog = 30 S pays Download
Retention
Channel
BWClog = 30 s | pays
a
DSlog = 30 . Days
Dispatch .
GPS Data 30 - Days
Alarm
Face 30 : Days
Announcement
License Plate 30 : Days
Download
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Statistics

The Administrator is able to access the Customization Menu to set a daily policy for using the
FirstVu PRO. The policy includes the daily recording time of the Body-Worn Camera and the
offloading time for the digital evidence.

.

# ™} ] & |08 & Ay

Home Evidence System Setting

f Integrated Management System

&
Ly

- - " . Customization
| Definition of statistical indicators

Dispatch
Exclude media file less than @ 3 : Second Alarm
Announcement
Upload time no laterthan @~ 48 - Hours Download
Retention v
Channel
R Daily Recording Time @ 4 : Hours

Security

Dispatch Cancel

Security
The Administrator can access the Customization Menu to modify the Security Strategies for the

system.
f o ™ @ * |
«# Integrated Management System H:ne Cvtone qy‘;;m Ee:: . | O E &a A~
Customization
I Security
Dispatch
Enable verification code of Alarm
Announcement

Legin in multiple places m Download
Channel
ipwniteist (R0

Retention

Security Login failed attempts 10 = Times
-

Dispatch

Login failure lock time 5 : Minutes

Alarm

Confirm Cancel
Announcement
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3. Setting

Account
The Administrator with access permission to the Setting menu is able to manage the login
account. The management scope includes the following:

Create/Delete a login account.

Disable/Enable an account.

Reset a login password.

Assign access permission to a login account.

w o) £ n

Evidence System Setting

Integrated Management System

Account X

Account

Depariment DA

Template

g

_ LastLog
Ne. Operation Account Role o Lastll
_ Confirm Password
01 £ T o | Jyadmin System admi 20190...  127.0.
02 £ T b6t { Department  pa susie Police
03 S T 6 E { Erik Police
User Name
04 N | Jjohnxue Police 2023-0... 1075
05 N - | User ID xiz Police
06 S o b et { SusieK1 Police
Role
o7 ra | 222 Police
08 N | Sort | 4 testl Police
09 £ T o | EnikR Police
10 £ T 6t {

ErkR Police
m cancel
A »

Role
The Administrator is able to create and edit a user role in the IMS.

Integrated Management System

Account X

Operation ne Description Weight
= S 0e 0
=7 5y 1
5 | Remark 2
L 5) 2
EEd S\ 3
=7 5 10
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Department

IMS User Guide

The Administrator with access permission to the Department Menu is able to Add/Delete/Edit a

department in the IMS.

':"p' Integrated Management System

User

Department

B Log

Map

Library

Name Department ID Sort Operation Remarks

w < £ a8 e, A

Home Evidence System Setting

1001 1 T

Integrated Management System

Department X

Department Add
Department ID

Role x

Account X

(4] & 1O a8 & A

Home Evidence System Setting

Remarks

Department Name

Superior

Remarks

Log
System

The Administrator with access permission to the Log Menu is able to check the System log on

the IMS.

Y
B

~# Integrated Management System

zsr l System X I g
Department

Depariment DA User Period This week

Keyword Type Reset & “

No. Operation Name Department Type Operation Time Operation IP Description

01 Jymanager 00037 DA View file 2023-09-29 10:04:18 10.75.3.139 Play, Filename:Erik.

02 Jjymanager 00037 DA View file 2023-09-29 10:04:18 10.75.3.139 Play, Filename:Erik.

03 Jjymanager 00037 DA Login 2023-09-29 09:59:49 10.75.11.86 Department:DA,Us

w o ¥ o3 e A

Home Evidence System Setiing
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Body Camera
The User with access permission to Log Menu is able to check the log from the FirstVu PRO.

"';-" Integrated Management System #

w o £ o8 e Ay

Home: Evidence System Setting

v
& User
Department Name Period This week Export
SIN Type Reset® n

No.  Operation Name Department Type SIN Time Description
Body Camera . . . N a

01 2 SusieK1 SusieK1 DA Stop video recording T211571 2023-03-28 12:07:33
Docking n 0z 2 SusieK1 SusieK1 DA Start video recording T211571 2023-09-28 12:07:19 I

=1

4, System
Device

Body Camera
After the FirstVu PRO has been registered in IMS, the device will be created automatically in the
Body Camera Menu.

':ﬁ Integrated Ma»~~~=~~=*+Sstem

User Accounts

The Administrator with access permission to the User Menu is able to Create/Delete/Edit a User
in IMS. To complete the device Registration, the FirstVu PRO will need to be assigned to a
User. After the Registration is completed, the User information, including User ID, Username,
and Department will be associated with the FirstVu PRO. The video captured by the device will
contain an overlay that includes this information.

Add

UserlD 510823 Mobile Phane

Name  Wesley Smith Tel.

sartrent | 72 sot [ Note: The information with
an asterisk* is mandatory.

* Type  Police Remarks
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5. Setup

Create / Maintain a Department
A department is used to group users who can access the videos only within their department.

From the IMS Dashboard, open Setting/Department.

"';": Integrated Management System # - . ol | & 8 & As

Evidence System Setting

I Evidence I Announcement

u g |Lu g No.  Headline - T

No data

o m

S T r I Download
No Description Operation
| Setting o et manua .
g (m) 2 <€ B @ .
Usel Department Log Map Libra System m
Click Add.

W

Home Evidence System Setting

o, L (]
'..:,,- Integrated Management System

e Department X

Department

B Log

Name Department ID Sort Operation Remarks

Enter the Department ID and Department Name. s x
Then Confirm.

Department ID
* Department Name

Superior

Remarks

=g
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To edit the above fields (except Department ID) click the Edit icon in the Department listing.
h - £ 108 e a.

.
~# Integrated Management System
Home Evidence System Setting

-

(]
e

User

Department

B Log
Name Department ID Sort Operation Remarks
Map
B DA 1001 1 [
Library

Create / Maintain a Role

All Users must be assigned a Role. The Role assigned to the user determines the user’s
Security Access and access to IMS functionalities.

From the IMS Dashboard, open Setting/User/Role.

W a ¥ o8 e. A

-
'.;-; Integrated Management System
~ Evidence Sysiem Setting

| Announcement

| Evidence

o m

| Download

EEE
C

1 Setting er man &
5) W 2 ¢ A @ | - i
Click New.

";:, Integrated Management System

Operation
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Enter the Role name.

IMS User Guide

You may optionally assigh a Weight to the Role. The smaller the number, the higher the weight,

and the higher the ranking.
Then Confirm.

* Role
Weight @ 10

Remark

cancet

Examples

01

02

03

04

03

06

Operation
L
L
L
L
L
i

Type
System User
System User
System User
System User
System User

System User

101

102

103

104

105

106

Role

Name Weight
Dept Admin 0

Dept Head 1

Supenvisor 2
Commander 2

Police 3

Business 10

To Edit the above Role fields, click the Edit icon # for that Role.

To assign Access Permissions click the + icon for that Role.

Select the permissions to be assigned to the Role.

Expand the Evidence, System, and Setting options to select sub-categories.

Then Confirm.

Access Permission

B Access to affiliated department
B Evidence

B System

B Setting

[] Message
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Create User

From the IMS Dashboard, open System/Device/User.

o

L4

| Evidence

I System

I Setting

Integrated Management System

E
8 LI
z {E)

IMS User Guide

fap)
woow % 08 e Ay
Evidence Sysiem Setting
I Announcement
Headline Operation
data
| Download
escript Operation
er manua S
= i -
o

Click Add.

";E. Integrated Management System

Device

Maintenance

Server

Department DA Name

Status Type
No. Operation Name
o1 FLEeR~ ErikR (ETkR) DA

Department

Evidence

SIN Type

T253467 Police

Add

User ID

Name

* Department

Type

DS Password

Confirm Password

Mobile Phone

Tel.

DA Sort | — 1

Remarks

m Ganeel

e Type the new User ID.

e Type the User Name.

e Assign the user to one of the
departments created previously.

e Select the Account Type from the
dropdown.

e Create a Password.

¢ Retype the Password to confirm.

e After all selections have been made,
click Confirm.

Note: The User Account will be created
automatically following this step.
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Register a Device to a User

From the IMS Dashboard, open System/Device/User.

',!ii Integrated Management System = e & 1 & 8 &y Av

Evidence Sysiem Setling

| Evidence I Announcement

o m

I Download

EEE
L

| Setting 0 User manua n

N oW o = R g .

In the User screen, click the QR Code icon @a for the User.

'.::ii Integrated Management System a

&

Home Evidence Syi

Department DA Name

Status Type n

Maintenance

No. Operation Name Department SIN Type
Server .
= 01 Q- ETIKR (ETKR) DA T253467 Police

The QR Code will pop up on the screen.

W
Department DA -
Scan QR code X

Type | Al v

Model Al v ca
No. Operation SIN Department
o1 FoER~ T253467 DA ‘ ‘
02 AR~ 1253186 DA
03 FEE@~ 1210915 DA
04 SR J190084 DA
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On the FirstVu PRO touchscreen go to the Preferences menu and tap
Registration to scan the QR Code. Click Confirm to complete the registration.

Settings < Preference

£ Registration

Preference
() Cnvert Mnde

Wireless

System

Once the FirstVu PRO connects to the Network, it will connect to the IMS automatically. Here is
an example of the S/N of the FirstVu PRO that has been assigned to the User.

No. Operation Name Department SN

01 AR~ ErikR (ErkR) DA T253467 Police

The Body-Worn Camera will be automatically created on the Body Camera Menu.

No. Operation SIN Department User Type Model Manufacturer Status Firmware Used By

01 SR~ T253467 DA ErikR (EFkR) Smart BWC a7 Normal G7N_1.01.0.. One user

In the future, if necessary, click the Deregister icon & to cancel the FirstVu PRO Registration.
This will allow the device to be assigned to a new User.

Deregister

Are you sure you want to cancel the BWC registration 7

Confirm Cancel

860-00411-00 Rev A Page 18
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Register a FirstVu PRO for Wireless Upload

From the IMS Dashboard, open System/Device/Server/Storage.

',','Ii Integrated Management System # = e & 1 & 8 &y Av

Home Evidence Sysiem Setling

| Evidence I Announcement

o m

I Download

| Setting

N W oo e B o oo :

In the Storage screen, click the QR Code icon aa for the WXTCServer.

Storage

Operation Server Name Media Gateway Server HTTP Port Type
tion

SEE|e T WXTCServer Wireless Upload

The QR Code will pop up on the screen.
« Body Camera X

860-00411-00 Rev A Page 19
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On the FirstVu PRO touchscreen go to the Wireless menu and turn Wireless Upload On.
Aim the camera at the QR Code.

Scroll down to tap Scan QR Code.

Click Confirm to complete the wireless registration.

< Wireless Upload < Wireless Upload

O Wireless Upload Offl I@ Wireless Upload Onl

Upload server

Upload list

Scan QR code l
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6. Evidence

From the IMS Dashboard, open Evidence/My Evidence.

',':5 Integrated Management System

I Evidence

Digital evidence that has been uploaded from the FirstVu PRO can be found on the My

Evidence menu. The evidence includes user information, event time, duration, and device
information.

“H Integrated Management System

Mo Operation  User Name/ID Department SN Event Time Upload Time Media Deseription Storage Str

19201 0(ON'OM 305 23-10-03 09:28

video, and one panel containing information about the video.

Viewing videos(720P)-EnkR@2023100309201000N_000T253467_00002002 D Retum

Basic information Revise

Name EnkR

Event Time 2023-10-03 09:20:10

Upload Time 2023-10-03 09:28:50
Uploaded From localhost localdomain (Online)
Storage Strategy ~ Docking Station

Download Times 4 1 Hot Videos No
Category Al Filename  EnkR@2023100309201000N_000T25
Retention  Default(30 days) Description  Please enter content

Important @ Yes & No

B

860-00411-00 Rev A Page 21



@Digital'l\ll\f IMS User Guide

Video Panel

Viewing videos(720P):EnkR@2023100309201000N_000T253467_00002002

rtiment ID:1001 SN:T253467

= A

The video will begin playing as soon as the viewer is opened. Video navigation controls and a
progress bar will become visible when the cursor is placed withing the video image.

L)
UseriID:ErkR ErikR Department ID:1007 SN:T253467
W Y4 746500 N.38:9420 1 = —

" 00-26 /

“—y

&

Use the Review button to add comments and record the
result of the incident.

* Start Time 2023-10-03 09:20:10
& (? 9 < > - Review(0)
* End Time 2023-10-03 09:20:40
Comment
|
Result [ Incivilization Offense

No Obvious Abnormality

Serious Violations

860-00411-00 Rev A Page 22
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Information Panel

The Basic Information tab has several fields in the lower section of the panel which can be
edited. The User is able to categorize the evidence into a different case category, change the
retention period, mark the video as Important, and edit the flename. Placing a keyword in the
description can be very helpful for rapidly searching for a specific file in the Search Bar as well.

To save the changes, click Submit.

D Retum
Basic information

Name

Event Time

Upload Time

Uploaded From localhost localdomain (Online)
Storage Strategy Docking Station

Download Times 4 1 Hot Videos No

Calegory Al Filename EnkR@2023100309201000N_000T25

Retention  Defauli{30 days) ~ Description Please enter content

Imporiant @ Yes # No

Submit
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7.Appendix
IMS Client/Server Structure

/

Intranet (Corp Network) \

https connection
Browser as IMS client| ¢==———) | [ocal IMS Server |<4= | Database

\_ /

Will only work within corporate network (Corp Domain)

Traffic from outside will be blocked

Web browser (Chrome/Edge) will be the client, so no local pc setup is required
Uses https for secured connection to ensure data security

Only authorized admin has access to the IMS server and database for maintenance
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8. Contact Information

Digital-Ally

Lenexa, KS 66215
USA

Web: www.digitalallyinc.com

E-mail: info@digitalallyinc.com

Phone: 913.814.7774

Fax: 913.814.7775

Customer Portal: portal.digitalallyinc.com/index.cfm
Support E-mail: support@digitalallyinc.com

Sales E-mail: sales@digitalallyinc.com

Sales / Support Toll Free: 1.800.440.4947 (7am - 9pm CST)

]
Digital-Ally
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